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| NFINIA

COMPLIANCE REPORT ON DATA
COLLECTION AND DATA PROCESSING

LEGAL DEPARTMENT

One of the main goals of INFINIA is being a transparent company, with a consolidated compliance
process, having in place compliance plans and a continuous legal analysis of the business model. Taking
into consideration that we are a company mainly focused on the data processing in the mobile advertising
market, we are very much committed with the compliance in relation with data protection regulations.

In this regard, from the INFINIA Legal Department we proceed hereto to issue this legal report on the

different operations designed to collect data in INFINIA, for the purposes of valuating whether or not

they are complying with the above-mentioned data protection regulations. For such purposes, we will

summarize hereto the data collected and the way such data are collected, as well as the relationship
with third parties.

This report is granted for internal use only and, in case it is shared with any third party, it would need to
be considered as confidential information. This document shall not be considered binding for INFINIA
vis-a-vis third parties.
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DATA COLLECTION
THROUGH
INFINIA SDK

¢WHAT DATA IS COLLECTED BY THE INFINIA SDK, AND HOW IS SUCH DATA
COLLECTED?

The SDK is a technological development that can be initiated in Apps and webs
for the purposes of obtaining data from such devices on which such Apps are set
up or the webs are visited.

The data collected through the INFINIA SDK can be summarized in accordance
with the following categories: data regarding the device itself, geo-localization
data, data on the Apps set out in the referred device and the browsing information.
Most of the data collected shall not be considered as a permanent identification
of the user, and in case this was the case, such data would be collected and pro-
cessed, as explained afterwards, in an anonymized way.

No data are collected in relation with a persona data of the user which shall be
considered declarative.

HOW IS THE DATA COLLECTED BY THE INFINIA SDK USED?

The data collected is aggregated for the purposes of obtaining inferred profiles of
the mobile device users. Such data are made available to third parties, always in
an aggregated manner, in a technological platform. These profiles are created in
connection with the Ad ID that can be reset or neutralized by the user.

The profiles are segmented taking into consideration the following characteris-
tics: gender; age; economic level; residence; workplace; influence area; interest.
Once aggregated, itis not possible to check the individualized profiles of a specific
user. On the other hand, several requirements are selected, and the platform will
analyze how many of such user comply with the requirements mentioned above.

WHAT ARE THE SECURITY MEASURES IN RELATION TO THE DATA?

The following security measures are being taken in relation to the data:
Storage of the data in AWS, with the maximum protection guarantee provided
by such supplier.

Data access control, identification and authentication of users.

Control on the physical premises from where the data can be accessed.
Security copy of all the data.

The data is deleted one year after the date on which such data is collected.
Incidents administration procedure.

Monitorization in security networks.

Internal behavior regulations for employees with direct access to the data.
Procedures in administration of devices and users.

Specific procedures in case of security breach.

Appointment of security officer and data protection officer.

X

X

X

X

X

X

X

X

X

X

X




INFINIA MOBILE |

GDPR COMPLIANCE IN RELATION
TO THE DATA COLLECTION AND

FEBRUARY 2020 4

DATA PROCESSING

As far as INFINIA is incorporated in the European Union, it is obliged to comply with the Regulation (EU)
2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural per-
sons with regard to the processing of personal data and on the free movement of such data, and repea-
ling Directive 95/46/EC (General Data Protection Regulation).

WHAT MEASURES HAS BEEN

IMPLEMENTED BY

INFINIA FOR THE COMPLIANCE WITH THE GDPR?

1. PERSONAL DATA

In INFINIA, the following personal data
is collected: Ad ID, managed “hashed”
for security reasons; devise data,
which are partially deleted in case
those data can be used to identify an
individual; geo-localization data, which
Is collected on an approximation basis
in terms of accuracy, avoiding that such
data is considered a personal data in
all events.

our privacy

Please, find attached example screenshots

Your privacy options (B

~ SunMedia

~ Accelerize Inc.
~ Admixer EU GmbH

~ INFINIA MOBILE 5.L.

« Shopstyle

~ ATG Ad Tech Group GmbH
~ netzeffekt GmbH

=% bo im prove your experience on our site and to show

2. INFORMATION

the data collection is performed
through the so called “Publishers”
(owners of the webs and apps that have
set up the INFINIA application. There-
fore, those “Publishers” are the ones
that are compelled to comply with this
obligation - INFINIA audits that they do
so. Likewise, INFINIA has included in
its web page, a privacy policy inform-
ing on the data management imple-
mented.

you personalised

You can change the above settings for this browser at any time by elicking the

privacy settings link in the footer of the page.

Cancel

Save and close

First layer information

3. CONSENT

the lawfulness of INFINIA's data pro-
cessing Iis based on the user consent.
This can occur in three ways:

» Through the method chosen by the
Publisher and audited by INFINIA.

» Through IAB consent framework.
INFINIA is a participant entity of this
framework and is certified by the IAB.
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Condiciones de Uso
Mos gusiaria compartin tus datos geolocalizacidn

O (EFCEr0d pOrD Conoher Tue prelerencias v de
ese moda, alecene un servicio y publicidad mas
adecuados & tu perfil

Estos datos serdn cancelados en dos afos,
durante kos cudiles podrls revocar en cualguier
FRCETSEN L [l CONBEntmiento ¥ epeices [us
derechos correspandienies

51 efed mendd de 13 8008 pilsa kb OBcHen "Soy

menor de 13 afios” para que no reoojamos us
datos

Soy menor de 13 afios

Eli

INFINIA's SDK informed consent form -
first layer

4. GDPR RIGHTS

although the main compelled to attend
the users’ rights are the Publishers, we
have created an specific email address
to attend the users’ requests as well as
an Android application has been devel-
oped in order to facilitate the exercise
of these rights, called INFINIA AD ID.
A procedure for attend properly these
rights has been created.

5. SECURITY MEASURES

the aforementioned security measures
have been implemented, which have
been included in our Security Docu-
ment.

n:4g - wilil T -

Paolitica de Privacidad

La recogeda v tratamiens de los dales s& realizan
por parte de Cormenda Voy, 5.1, con CIF
BELTOTEN T, cuya dweccsdn postal es Pza, S1a
Calaling de los Donados 5, 28013 Madeid ¥
direcoidn de comeo lectrdnico, a estos efectos,
infa@coamiendooy, com

Los datas tratadas son datos de geolocalizacion
del usuario, recogelos & travds de la aplicacion,
& Combinasion con &l 1D publtano de gu
dispositivo mdvil

Aswmiamo, efios dates seran compatidos con
INFINLA MOBILE 5.1, con CIF B-8739342 T, cuya
direccion postal es Avenida de la Industria B, 20
plama, ohicing 6B, Alcabendas (20108) Madid, i
direccidn de comeo electrdnica, a estos efectos,
privacy@infiniamobile com, Su Delegado de
Profeccsdn de Dalos es Lorena Rivera Movillo,
cuyd comen electndnica es
lorena@infiniamobile.com

La finalidad de este tratamiento serd la de

At o] Bervicis dada pol L aphoacion 8

travis del conocimiento de La localizacion del
usuario. También se recogenin con la finalidad de
creasin de perliles por localizacicn pana meejorar
la publicidad ofrecida. Los dalos recogidos con
fines publicitarios, siempre gue o usuario no
haya solicitada su cancelacion, serdn aliminados
a bos dos ancs de su recagida vy no se wtilizardn
para ningdn fin no recogido agui. Asimismo, los

Anhas snasenln s mars s enmieln ekl da s

INFINIA's SDK informed consent form -
second layer

6. APPOINTMENT OF COMPLIANCE
OFFICERS:

a Security Officer and a Data Protection
Officer have been appointed. The DPO
has been being officially declared be-
fore the Spanish data protection regula-
tory authority.

7. CONFIDENTIALITY:

all our employees, as well as customers
and suppliers, sign their corresponding
confidentiality agreements.

* ¥
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Politica de Privacidad

El tratamisnto do kos datos recogidas con la
finshdad de optimizar el servicio dado por la
aplicacitn esth legitimado por la descarga y uso
del usuario de ln progpia aplicacion. Por atro lada,
atamiema de log dales recogedes para usos
publicitarios estd legitimado a través del
consentimeenio solicitada al usuario, sin que. en
rringln Caso, la retirgda de edte congenlsmesnto
condicione la ejecucidn de la aplicacidn. El
congentimeento pusde revocarse 18l y Como 58
eslablece en ¢l prdasmo pderalo.

Log demchod de ok que digpone el usuans gon
los Siguientes

Derecho a solicitar ¢ acceso a sus datos
personales

Derecho a solicitar su rectificacidn o
SLIpresican

Derechi & Solicilar la imitaeidn de du
tratamiento. En ese caso los datos anscamentes
8 conpervarin pard ol ejercicia o delensa de
posibles reclamacdnes

Derecho a oponerse al tratamiento. En ese
casn, se deparan de tralar los datos, excepio por
molivas legitimos y para la defensa de posibles
reclamaciones

-Derecho & La panabilidad de sus datos, en e
caso de que fiera Lecmcamente posible

El ejercicio de gt derecho 8 podra heoer pof
emnail a la direccign info@comiend ooy, com,
madianie pebicion escrita, acompanandd ducha
petcidn con fotoconia del documenta de

INFINIA's SDK informed consent form -
second layer

8. INTERNAL AUDIT:
an internal compliance audit is carried
out every two years.

9. DATA TRANSFERS TO THIRD
PARTIES:

INFINIA does not transfer data to third
parties. In the event that we had to pro-
vide personal data to service providers,
this would be done with the sole pur-
pose of the services performance and
it would be regulated under a data pro-
tection agreement.
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CCPA COMPLIANCE REPORT ON
DATA COLLECTION AND DATA
PROCESSING

Since INFINIA is a company that operates in the United States, it is compelled to
comply with the California Consumer Privacy Act.

WHAT MEASURES HAS BEEN

IMPLEMENTED BY

INFINIA FOR THE COMPLIANCE WITH THE CCPA?

1. PERSONAL DATA: In INFINIA, the
following personal data is collected:
Ad ID, managed “hashed” for secu-
rity reasons; devise data, which are
partially deleted in case those data
can be used to identify an individual;
geo-localization data, which is col-
lected on an approximation basis in
terms of accuracy, avoiding that such
data is considered a personal data in
all events.

2. INFORMATION: the data collection
is performed through the so called
“Publishers” (owners of the webs and
apps that have set up the INFINIA
application. Therefore, those “Publish-

NBCUniversal

ers” are the ones that are compelled
to comply with this obligation - IN-
FINIA audits that they do so. Likewise,
INFINIA has included in its web page,
a privacy policy informing on the data
management implemented.

Find attached a link of one of our
publishers’ privacy policy, audited by
INFINIA.
https://www.nbcuniversal.com/privacy

Find attached a link of our Privacy
Policy
https://www.infiniamobile.com/politi-
ca-de-privacidad/#english

with rights under the CCPA, or their autharized agents, may

3. RIGHT TO ACCESS, RIGHT TO OPT
OUT, RIGHT TO DELETE: although the
main compelled to attend the users’
rights are the Publishers, because
they are who really collect data, we
have created an specific email address
to attend the users’ requests as well
as an Android application has been
developed in order to facilitate the ex-
ercise of these rights, called INFINIA
AD ID. A procedure for attend properly
these rights has been created.

Please, find attached screenshots of
one of our publisher’s procedure to
attends CCPA rights

for access or deletion requests ar may

Please, find attached screenshots of one of our publisher’s children policy

Portal de solicitud de derechos individuales

Bapnvenico gl portal de soliciiud de darechos individuales.

Sagdn el lugar donde ushed resida. 85 posible que pueda utikzar este poral para solicitar delales acerca oo la inlormackdn personal que tengamos de ushed.

Clarias layes, como la Ley de Privacidad del Consumidor de Calilornia (CCPA), olorgan a los residentes derechos individuales para lener acceso a su informacitn personal y

suprimiria

Fara ejancer sus Jevechos fuera de los EE. UL, Puede enviamos un come lecininico & privacy @ nbcunl.com

Saeleccions ka8 cpciones deseadas a conlinuacion para que S8 pueda dings al lormularic de soliciud comespondiante

Fealizo a5l solciud:

EH Ll NORERE

Solicile:

GLIE BE SUPFIMA, Wi INFORMACIOH

COMO REPRESENTAMTE AUTORIZADD EM MOMBRE DE OTRA
PEREOMA

AOCESD A M INFORMACION

Please, find attached screenshots of one of our publisher’s children policy
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4. CHILDREN: INFINIA does not pro-
cess data of children under 13 on its
platform and ensures that data of chil-
dren under 16 are collected with their
consent. For this, INFINIA audits the
Publishers INFINIA works with. IN-
FINIA does not collect data directly, so
INFINIA cannot, by itself, implement
systems of age discrimination.

Please, find attached screenshots of
one of our publisher’s children policy.

4. CHILDREN
Most of the NBCUniversal Services are intended for usars of all ages. Information about the praclices of NBCU
lirectad o children under the Ay afl 13 in the United States or 16 in the I,__l,.!:;;;-_-:_:l Jnion of whena w 1y
child is under such ages can be fou F If you are a paren juardian a

der 1 & United States or unde e European Union has pr 1% with 1al inform:

LR t

5. SECURITY MEASURES AND DATA
RETENTION: INFINIA NFINIA main-
tains the security measures indicated
on page 2 of this report. Also, having
established the storage period of one
year from the collection of the data, we
are in a position to comply with the ob-
ligation to retain this information in the
event that the user wants to obtain it.
Furthermore, we do not retain the data
anymore time required for the purpose
of the data processing.

CALIFGRNIANS FOR

CONSUMER PRIVACY
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PWC
CERTIFICATION

INFINIA was certified by the company PriceWaterhouseCoopers in May 2019,
which certified that our SDK complies the specifications of the General European
Data Protection Regulation.

Please, find attached screenshots of part of the report

= Infinia has developed a proprietary SDK, which, when installed in the applications of the Publishers is
able to collect information to complete profiles. The audit has been performed on Android version 2.6 and 108
version 2.6.0. The software design process has as quality objective to minimize the impact on devices
performance.
o It is verified that the software can be configured to require end user consent, in line with eurrent
privacy legislation (GDPR). Data processing is not performed on users who have denied eonsent, nor
on those who have exercised the right to be forgotten.

( CLICK TO OPEN THE PUBLIC REPORT )



https://infinia-creatives.s3.amazonaws.com/CORPORATIVO/INFINIA/MARKETING/0619_AUDITORIA_PWC/REDIRECT/PDF_KM_IN/index.html?url=https://www.infiniamobile.com//wp-content/uploads/Infinia-Agreed-Procedures-validation.pdf
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Any doubts?

PLEASE CONTACT US

Legal Officer:
Lorena Rivera Novillo.

Mail:

lorenal@infiniamobile.com.

Phone:
0034 667 261 468.
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